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Non-Disclosure Statement

This report is the sole property of Hooghly Cochin Shipyard Limited. All information obtained
during the assessment is deemed privileged information and not for public dissemination.
AKS Information Technology Services Pvt. Ltd. pledges its commitment that this
information will remain strictly confidential. It will not be discussed or disclosed to any third
party without the express written consent of Hooghly Cochin Shipyard Limited except
required by the government regulator (Cert-In) or by the order of the Court.
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Introduction

Objectives:

The key objective of this Web Application Security Audit was to identify whether any
vulnerabilities exist in the Web Application and to exploit those that can be seen and
compromised by malicious users. Additionally, the objective of this activity was to ensure the
security of the network and web server from external threats through the Web Application.

Methodology & Standard:

Security Consultants at AKS IT Services Pvt. Ltd. Used the OWASP Web Application Security
Testing Methodology for conducting the security audit of the in-scope Web Application.

The OWASP Web Application Methodology is based on the ‘grey-box’ approach. The testing
model consists of the following phases:

Initial Information Vulnerability Risk Report
Scoping Gathering Assessment Assessment Generation

Access ] : u ; Impact u Detailed
Information Enumeration Manual Audit Analysis Reporting
| Authentication | Workflow & | Automated | Risk Ratin POC &
Credentials Business Logic Scanning 9 Remediations

Standard:

The Open Worldwide Application Security Project (OWASP) standard was used for
conducting the inital level security audit of the HSCL Website Web Application. The
assessment was aimed at identifying the vulnerabilities that are defined in the by
following standards mentioned for conducting the final level security audit of the HSCL
Website web application.

e CERT-In Guidelines: https://www.cert-in.org.in/PDF/guidelinesgovtentities.pdf

e NIC Guidelines: https://meity.gov.in/writereaddata/files/checklist development.pdf
e OWASP standard: OWASP Web Security Testing Guide | OWASP Foundation

e Best Practices.
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Engagement Scope
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s Asset Criticalit Internal Public Hash Value of
N") Descrip of Asse! IP URL IP Location final audit |Version
tion Address Address report
1.| NA NA NA  [Nttp://staging.hooghlyl A | Remote NA NA
csl.in/en/

The login mechanism was implemented on the following URL:
e http://staging.hooghlycsl.in/Admin/Login

The following User Roles were provided and were in the scope of audit.

e Admin
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Details of the Auditing Team
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Whether the
resource has
been listed in

S . ] . Professional the Snapshot
N (') Name Designation Email Id Qualifications/ information
Certifications published on
CERT-In's Web
Application
(Yes/No)
i Infosec manya.jain@aksi
1 Manya Jain Consultant tservices.co.in CEH Yes
Team Lead - |surbhi.chhabra@
2 Surbhi Chhabra Application |aksitservices.co.i CEH Yes
Security n
OSCP, OSWP,
Assistant KLCP, CRTP,
Manager — darshan.deswal@| MCRTA, CAP,
3 Darshan Deswal Applicati aksitservices.co.i CCSP-AWS, Yes
pplication
. n CEH, ISO
Security

27001:2022,
ISMS LA, CMPEN
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Audit Activities and Timelines

Audit Activity | Timelines
Phase I

Auditor Assigned 20.05.2026
Audit Initiated 17.06.2026
Audit Report Preparation 18.06.2026
Initial Audit Report Published 18.06.2026
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Tools/ Software Used

S. No [Name of Tool/Software used toc:ll;e;f;f(::nw(a):::uese d Open Source/Licensed
1 Burp Suite Professional 2025.3 Commercial
2 Acunetix Vulnerability Scanner 24.5 Commercial
3 DirSearch 0.4.3 Open Source
4 SQLMAP 1.8 Open Source

Appendix ‘A’: Description of the tools
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Detailed Findings

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/Login

Observation/ Vulnerability title

Cleartext Submission of Password

Detailed observation / Vulnerable point

Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.
Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

CVE/CWE

CWE-644

Severity

High

Recommendation

Use latest stable version of TLS to protect all sensitive communications
passing between the client and the server.

Implement HTTP Strict Transport Layer Security.

If HTTP cookies are used for transmitting session tokens, then the secure flag
should be set to prevent transmission over clear-text HTTP.

If implementing HTTPS is not possible, implement salted SHA-256 or salted
SHA-512 hashing algorithms on password fields, while using plain SHA-256
or SHA-512 hashing on new password fields.

Reference
https://cwe.mitre.org/data/definitions/644.html
New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that the password is transmitted in cleartext within the
request as shown in snapshot below:

Response

WE W S ety R Ronder aBw

Request

ouadur g

} Gecke 20100101 Firetor/ 1510
rrigen.n

®

saon

ol I0IE £ nsins | @B € o shepin g

O Memory 160 oy

Evert log (1)° 4l is

Note: Kindly, patch this vulnerability throughout the application.
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Case 11

iv.

vi.

vii.

Page 19 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/User/User
Observation/ Vulnerability title

Cross Site Scripting (XSS)

Detailed observation / Vulnerable point

The application does not neutralize or incorrectly neutralizes user-controllable
input before it is placed in output that is used as a web page that is served to
other users.

CVE/CWE

CWE - 79

Severity

High
Recommendation

Input should be validated as strictly as possible on arrival, given the kind of
content that it is expected to contain. For example, personal names should
consist of alphabetical and a small range of typographical characters, and be
relatively short; a year of birth should consist of exactly four numerals; email
addresses should match a well-defined regular expression. Input which fails
the validation should be rejected, not sanitized.

User input should be HTML-encoded at any point where it is copied into
application responses. All HTML metacharacters, including < > "" ' and =,
should be replaced with the corresponding HTML entities (&lt; &gt; etc).

In cases where the application's functionality allows users to author content
using a restricted subset of HTML tags and attributes (for example, blog
comments which allow limited formatting and linking), it is necessary to parse
the supplied HTML to validate that it does not use any dangerous syntax.

Reference

https://cwe.mitre.org/data/definitions/79.html
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viii. New or Repeat observation

New
iXx. References to evidence / Proof of Concept

Step I: Visit the URL, enter the XSS payload in required fields as shown in snapshot.

0« G @notseare o] nipianng (] s oo @ P& LA 4 2 0 =
; g HOOGHLY COCHIN SHIPYARD LIMITED
PN et
@ Create New User € # changePassword  Log out
Create New User
User Name (*)
userid(®)
PassWoM(f) | seseesssssssesessansessis
Designation () <scrpt-akiiscrot
Email () <sripb-aler{@)/script>
UserType() | user

s Active )

suBMIT

Step II: Observe that new user created successfully and now visit User List
functionality, XSS payload executed simultaneously as shown in snapshots below.

O « C  ©Notseare O+ nnpjsaging hooghiyaslin/User/Userli: o 2 0@ H EF D e + e 4 v e =
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(=N G Q@ notsecure| taging hooghiyesin @

? HOOGHLY COCHIN SHIPYARD LIMITED
J AWty cue Sunsktary of Cocrn s L,

gt e e b ity o o, S s

& User List

User List

Show 10+ | entries

z 0 &

a &@F e e

+ A o

€ #  ChangePassword  Logout

Search:

Shawing 1107 of 7 entries

User Name + Userid User Type Staws Edit
Admin admin@gmail com Adamin Active
User Active m |
Career carera User Active m
DFS Admin Active
Tener tender@gmail eom User serme =
Test Test Admin Active
Test01 Testi01 User Active

e =

Note: Kindly, patch this vulnerability throughout the application.
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Case 111
i. Affected Asseti.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/Login
ii. Observation/ Vulnerability title
Session Fixation
ili. Detailed observation / Vulnerable point

The application does not assign a new session identifier after a successful
authentication.

iv. CVE/CWE
CWE-384

V. Severity
High

vi. Recommendation

Invalidate the existing session and assign a new session identifier on
successful login attempts.

For platforms such as ASP that do not generate new values for sessionid
cookies, utilize a secondary cookie. In this approach, set a secondary cookie
on the user's browser to a random value and set a session variable to the
same value. If the session variable and the cookie value ever don't match,
invalidate the session, and force the user to log on again.

vii. Reference
https://cwe.mitre.org/data/definitions/384.html
viii. New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that session value is fixed pre-login and post-login as shown
in snapshots below:

« C QNotsecure o hitpiieraging hooghiycshin o [CE) T 0@ o

& SIGNIN
USER NAME
) Comie © Bbuggsr 14 Hetwark () St (D) urtaraes 0 Wimary (5] Srage - Aecesiy 5 Applation o @ x
DRDITDOCI RIS 2 B S FARSRECHISES 1 ESTHECH AT 5
O ¢ S Mot secus o z2o0oda @ F B s ¢ o 4 7 e =
(2l HOORHLY COCHN SHIVARD LMITED
’4 ety ey S St L.
e e T S R
@ Dashboard € # ChangePassword  Log Out

Uelrome!

O mmector B Console D Detumger e emwark {) shoetator (D Pertormence OF Memary [ storese T Accessbaryy 59 appicaton 0 [ X

[

CODSOSSESFRASEDS D15 BALASADCEFTEANTSTS 1 DOES

Note: Kindly, patch this vulnerability throughout the application.
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Case 1V

i. Affected Asseti.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/ChangePassword
ii. Observation/ Vulnerability title
Improper Session Termination
ili. Detailed observation / Vulnerable point

The application does not destroy or invalidates the session after the user logs
out.

iv. CVE/CWE
CWE-613

v. Severity
High

vi. Recommendation

Delete the session variables and destroy the session when the user logs
out of the application.

vii. Reference
https://cwe.mitre.org/data/definitions/613.html
viii. New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Visit Change Password functionality, and intercept the request in burp
and send it to repeater as shown in snapshots below:

O ¢ % | @NotSeame v hitpy/i (S o o @ FEB e * @ 4 2 © =
HOOGHLY COCHIN SHIPYARD LIMITED -
ety cuped Ssr f s Soppar L,
avmseod o e i
@ Change Password € # ChangePassword  LogOus

Change Password ( + Fleids are Mand
Emor Cumrent Password () »
Type New Password () =
Show
Re-ypeNewPassword ) »
T+3=1?

‘ ReCAPTCHA

Durerceoior | Fened | > ] oros ~ Requestto Mt stagig oghicstined [1172078813) & | @ Opentrowser | (D)

Time Twe  Direcon Meihad R Siaus code Lengih
Az A F 3 e vasT Fpistaqing haogPiEsingAdmin ChangePassword
Inspector ol = = x|g
Request attributes v gs
Request query parameters s v g
Faquest body parsmetars i -
B V|
g
v [

Paste from file

Save itam
ko forabaundar y
Dsapenician

Dot intercept e

Da intorcopt

URL-gncode a you type

333988 Le34bad S0k =theal S and

bt
L4
@@ Message edtor documern

G rey intercaption dacumarsaticn O vemory 20230 o

o highlights

Esentlogin®
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Step II: Drop the request and logout from the Admin login as shown in

snapshots below:

“posT

chentromssr | G

-,

ckoformboundar yS8a) 335421034
ntent-Dispesition —dnta; man

o Eoembo undas
posttion:

ab3124ee o3

@& e >

Event log (1)*

Status sode Lengih
Inspector oI X g
Request atributes 2 v iﬁ
Request query parametars v [T
Request body parameters 2 v
Reguest cooties TR
5
Request headiors W ov |

Memary: 202 88

o« = 2 G Not Secae i

V HOOGHLY COCHIN SHIPYARD LIMITED
A Aty oapet Subtary of Coorn Sty Lo,

et s s sy s Sogeg 34 A

& Change Password

(= Fleids are Mandatos

Ssnow

148=7

reGAPTCHA

SuBMIT

‘s

€ @ ChangePassword  LogOut
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& SIGNIN

USERNAME

PASSWORD

Signed in

Step III: Send the previously intercepted request and observe that password
changed successfully as shown in snapshots below:

Target: hutp://swaging hooghiyeslin & HrTes

Q

Response bad
w o= £
= @ i
sai 3
g
5.0 (Windows 40.0; VimEd Geeko/ 10100408 Firetax, =
Aocepe: text/noml, application/shenl i, applicar Grena
= Accepc-Languag n: 40
-Enc o, 3 ave, br B
ultipert/ for data; b = 2
th: 500 z
azarine. noommlyenl in

v :

<ol In/ Aamin/cnang

£ ¥

Qo
3
L}
E
eru 3
EEE5105C0BB44 i
g
3
2
grekotexmboundar -3
Comtent-DlapostcLo )

- aazc £ 3ans
Conteat-Diszosition

La

zaeLe .

®@ > £ onglghs @

Ready

Erentlog (1)°_Allssves (44" O Wemory: 202 888 %~
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ERe o (< lm.mm.mj [~ sl | PR )

Request Response -
Pty Raw  Hex RE W = ey R Render Br= i

POST ¢ Ramin/ChangePannvord ATTP/ 1L ETTP/1.1 303 Found 2
- i 1in Cacbe-Conurols privace g

101 Firetox/152.0 steute-a

Bowe: stag.

SN @

7 ComRent-Type: mulbipartform-data; bo = szare H-Reylier-Version: 4.0.3031
5 eogth: 512 H-Pousced-By: ASPNE
H heepif f staging. hooghlycsl. in Dace: Bz, U2 dun 1026 12:17:14 GNT

Coneene-Lenar

Adman/EhangePass:
20403 ¢

o
e e R e 0
it Sersinio i
oD 113 B0TE) T3 A A DSCFE 1 SOTBSE 1S3 7063 0D | APEBBEOLIF <nean
i s5330s : b g
fos Clarcirze el H
B ORISR EOUOAT BT (3008 b2 13 AP ACRAT 1D EL CEL LSS AR DD E01 550 Chiiiet e ¥ 4 e A Lo g
TR ALAAS AT TTORT£27 855 T £7CRS 54037 AEREE1o0 (330120BCR £ 1 SHEE £33 1 L€ : el <t
SERazscetavTEns T ISDSEALF S A 109433 15D ISBEAEED : : :
13 Tpgeate-oascyae-Aegseach: <pas
cimemn
| s s

Su0DXE WaK) <R

"< Content-Dispomition: fore—data; nsves’saswer”

O® <> Z £ oniguges B @e > £ ongigns (5
Dane #03 bytes | 1,218 millis

L Memary: 202 85 5

Econtiog (1) &1

[ s[5 <
a== .
Request Response
oy wew e = | ey Br= 3
TTFRT {Mdsin/logia BTTP/ Lt T %
2 B (e an oy howghlycsl i 3 g
: s ot
: o ario, detiace, b : .
3 ; sanen.ont =
= saramsiares
el gt i b i e T e ;
R /DD TR 1.0 Tdnats Lonal /T 5
Socc 1 aptasaaaD LD Rl L AmnLt sona 440
T e v et v et -
: cac i 4 - T . 2
Srennsscontsor ; Fasibscasaan | 10 g
70 S5E7E ETCa A 16T AEBRE RN 137 RisEc1eaaa e L eneatns i ane Terereris feoshly Coshin Shipyard Liniced H
2EBC299823179£71 LBSAA3BCIFBAFS4BEFIC (B0IE222 120459 EASFD 7259802 DERIOTE LESOIASH </ Litls i
il i o e tmcyLanbont® hoetir

Logassin

suogde WAy 4B

5 wiazh: 100%

'

- LogoXainingl
WLdthiS0ss
padding:2%

st-alicaizenters

2 '
" Lagtn-montent - agin-pox
i

pomitlon:celat tve:
min-videhide0ps;

@@ « > b £ anignghs | (D @€ 2 £ ohonigts g

Dane 6108 bytes | 13¢ mills

Exentiog (1" Al soue:
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Step IV: Now try to login with the updated credentials and observe that we
are able to login with updated credentials as shown in snapshots below:

Drop v Respanse fram htepc//staging haoghlycstinBosadminogin [117.247 64,131 @ i
me o o wath Larezh
174813 12 An 1. HTTP___ € Respome POAT itpg/staging hoophlycLin/Admyiogin &m0

Q==

Request Response e

! p w=|F

i

&

=

g

el 2 ongigns Q@€ > B ongigns @

Bventiog (1 Alliss & ) memary: 201 M8 w

o & & St Seawe [ipdietann (e 2 o @ s ®@F B e v ¢ w W e =
= HOOGHLY COCHIN SHIPYARD LIMITED

o i e i

s e s ety 5 S Rt

@ Dashboard € f  ChangePassword ~ Log Out

Welcome!

Admin Panel

Note: Kindly, patch this vulnerability throughout the application.




Case V

iv.

vi.

vii.

vili.
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Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/

Observation/ Vulnerability title

IIS Tilde Directory Enumeration

Detailed observation / Vulnerable point

This vulnerability is caused by the tilde character (~) with the old DOS 8.3
name convention (SFN) in a HTTP request. It allows a remote attacker to
disclose file and folder names (that are not supposed to be accessible) under
the web root. Attackers could find important files that are normally not
accessible from the outside and gain intelligence about the application’s
infrastructure.

CVE/CWE

CWE - 548

Severity

Medium

Recommendation

Discarding web requests including the tilde “~" character.

Reference
https://cwe.mitre.org/data/definitions/548.html
New or Repeat observation

New
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References to evidence / Proof of Concept

Step I: Observe that IIS Tilde Directory Enumeration is there as shown in the
snapshots below:

Target URL: | hitpyiistaging haoghlycsling Pumber of threads: | 20

B Expioit the vulnerabillty (opt out for oniy checking) | Save output to file Status: Ready to scan

] Startsd scan for URL ipifstaging hooghiesLin”

1 Tring rifhod “OPTIONS” wilh magic fral par 1l rer
F1Thing Melhod POST with
FIThing meihod ‘DEEUG” wih

i Host g
B

i} Used HITR mal
] S (magic

0 File: WEB~1.CON
1 File: €106

il PACKAG-1.CON

Asa

Lot
L PACKAG1CON

Eventlog (31® Al ssues {

@ Memary; 22638 2l lnd

Tanget: et/ soging hooghiyesin £ | T

<]

m==
Request Response 2
Bam _ Hex s @ n Prety  Raw e Rerder 5 = Z
|I7’B'l\— FAZAVTEISIANZFATEILCE. oM RASDRETEOL PALK=/ HTTR/ 1. 1 §
: 4159 hooghi yewl . 1n: g
* Boniliers.0 (iandeve BT 1007 TREAT WBLeVsbEit/Si7.36 (KHTHL, like Gecko) Chrime/96.0.4664.45 HTTP Frror 404.0 - Not Found
7.38
The resource you are looking fer has been removed, had its name changed, or is temporarily unavailable. =
z
Most likely couses: g
B
Things you can try 2
+ Cieate the content on the Wieh sarver S
* Review the brawser URL g
512 5 tracing rale 10 track fildl requests for this HTTP ststus £ase and sce which medils i calling SEiStatss, For mere inormaticn 3bo
ting & tracing e for faled reuzsts, dick here.
o
Detailed Error Information: £
wodule 115 weh core Wequested U hipstaping hoagtvelns80i i+t e asgsaropathe) H
Wotification  Mapfequesttiandler i &
Hamdlcr itgRematigtiondeifactary-rom | PAVEICHL PAtR  Crlnathus\mmeast Masghiy 160520261 =
Intarated40 Lowen Method  Ananymess s
Error Code 000000000 Logon User  Anarymocs
More Informati
TG error aeans that the fle or fifectary AoeS RN £t on the Server. GrEate e T o G rectary and Iy the feauest again.
Vit mare informatian
O« s - @

Dene 5128 bytes

Event log 21 &l 550

@ memory: 225308 v

Note: Kindly, patch this vulnerability throughout the application.
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Case VI

iv.

vi.

vii.

viii.

Page 32 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/en/add-feedback
http://staging.hooghlycsl.in/User/User
http://staging.hooghlycsl.in/Admin/Dashboard

Observation/ Vulnerability title

Improper Error Handling

Detailed observation / Vulnerable point

Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.
Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

CVE/CWE

CWE - 755

Severity

Medium

Recommendation

Ensure that a customized error message is shown for any error that has
occurred, which gives out very limited information.

Disable or limit detailed error handling. In particular, do not display debug
information to end users, stack traces, or path information.

Application should make secure to prevent revealing of any kind of error and
Hardening process should be carried out periodically.

Reference
https://cwe.mitre.org/data/definitions/755.html
New or Repeat observation

New




IX.

Page 33 of 64

<Confidential>

References to evidence / Proof of Concept

Step I: Observe that errors are not handled properly as shown in snapshot
below:

O ¢ 3 Mot Secure i el S eesback RO codae PP s * o A o @ =
Server Error in '/' Application.
String or binary data would be truncated,
The statement has been terminated.
Description:
Exception kit Syiem s SlCiontSqfergson S o by i o b st
T2 St has e e
SowrcaErvon
o e e e ot e T i 4 1 et (ot oo 03t S e i o gt 43 i i
Stack Trace:
[SalException (BxBO131904): String or binary dats would be truncated.
The statement has been rer-umea 1
Systom. Data. SqlC1i Onerar( eption, Boolean breakConnection, Action™d wri +3318656
System.Data. )q)(uznl TasParser. mruu(n(np(iar\nnmrm/\g(hh?arszr!la(eﬂn]zu smmu], Boolean (auemas(nnmummﬂ( Boolean asyncClase) 43
Systen.Data. SqIC1Lent . TdsParser., TryRua(RunBehayior runBehavior, SqlComsand cndHandler stastrem, B el opyitan Taspcaseasiga et stanili, ik devaioady) i
SalC11
System.Data.SqlCTient Sqlbatafeader.
System.Data. SqlC1ient.SqlCommand, Finishi) ds, 5 String i , Boolean isInternal, Boolean forDe: VP , Boolaan shouldC: ypred) +624
tem.Data.5qiC] lent.Sq1Comand B : i Boale Boolean async, Int12 timeout, Tatk task, Boolean asynchcits, Boclean inRetry, SqlataReader ds, Boole
Systen, Data. SqlC1 lent ,SqlCommand  Runé xecutefeaden(C cndbichavior,  Boulean returriStresm, String nethod, TackCompletlonsamce:1 conpletion, Int52 Cineout, Teskd fask, Boleand usedCache, Soolean
Systen.Data.SqlC1 Lent SqlComond RnExecutehader(C cedBehavior, , Boolean returnStrean, String method) +84
it 1C11ent . Sqllomnand, behavior, String method) +312
Entity. X i S1) Dupac:h(l’an-g-: mp:, Func’3 operation, TInterceptionContext intorcoptionCantext, Action'3 executing, Action'] executad) 498
System.Data.Entity. i inp . Rmadar (DbC omm: Db 4518
System.Dats Entity Core.Mapping. u..d.z. Internal . Exseut -‘Euulo-mry 2 identifi , Lter'1 ves) +303

Systen.Data.Entity.Core. Happing. Update, Tnternal .UpdateTranslator. Update( ) +251

|UpdateExcaption: An srror occurred whils updating the entries. See the dnner exception for details.]
Systen.Data.Entity.Care. Mapping. Update. Internal. UpdateTrana Latar. Update() +535

System.Data.Entity .Cora.Objects. ObjectContext ExecutelnT ransac tion(Func 1 func, Boalean startLocall ion, Boslean releaseC 456
Atity.Core.Objects, ObjectContext savr(nangesl:nta/-e(savznpunns up(luls IDbExecutionStrategy executiaStrategy, Boolesn startiocallransaction) +261
i &y operation;
System.Data. Entity.Core, Objec wptions, Boslean exccuteInixstingTransection) +270
System.Data.Entity Internal. iy i=vafh:n.p=(} 4145
[Dbupdatetception: An error occurred while updating the oot shnLeoar oot o G L 12 1
Systen.Data. fmtjty Internal. InternalContext . SaveChanges() +2
HooghlyCochinShipyardLimited. Hodels. CSLContext . Save(nwes() in D:\Project Hooghly 1\Hooghl SLContext .cs:83

yCox
HoogyCoctinGAyardl e, ContoLlers. PAgeCoTEroL1er, Addr edbick(Foracal lection frm, thl mstFeedback tb1 nstFeadbackJ i DProfect Hooghly 2826VProfect Working\hooghly-csl\HooghlyCochinshipysrdLimited\Control lers \PageCantrol ler

lasbda_pethod{Closure , Controllerfase , Object]] ) +1
Systen. beb. e re(ControllerCentext controllerContext, IDictionary 2 parancters) +260
System. b M. C LonTaveker. lnvokedct erContext controllerContext, ActionDescriptor actionDescripton, IDictisnsry 2 parsseters) +35

System.Web.Mye. Async. <xc_DisplayClassa2 ‘A(Begin[mwkéynthrm\ansl(t]unhethcn!)h_dl() 33

£ Type here to search

O « O @ NotSecure hitp/staging hooghiylin RO 20T a e F B &+ ¢+ o 4 2 © =

Server Error in '/ Application.

Object reference not set to an instance of an object.

an case
Exceptinn Dhetaiis: Sysiom B stemncsExoipicn. Gefoc sfommnca nol et 10 n matamce f an sfoct
Source Error:

Stack Trace:

[Nullfeferancefxcaption: Object refarance not st to an instance of an ohject
HooghlyCochinshipyardLinited Controllers UserController.User (hullable 1 mJ in D:\Project Hoaghly 3 1\Hooghl il roller.csi28
lasbda_rethod(Closure , Controllerfase , Object[] ) +144
System.eb.Muc. Reflectedictionescriptor. Execute{ ControllerContext controllerContext, TDictionary’2 paraneters) +279

System. Web. My, Contral lerContext :wmﬂle-{nnren ActiorDescriptor actionDescriptor, IDictionary’2 parameters) +34
System.Web.Mve. Acync. <rc_DisplayClassdl. «EezlnInuukeSrn(hrvwsA:thwﬂethDﬂ)b a1() 43
Systom. ek My ) a1

Systen.ev. e, Async. <>c_DisplayClass39. <Begxnlnvnm¢ruomemoammln:eﬂsn 33() 479
Systen.eb. M. Async. <>c_DisplayClassad . cInvokeActionMethodf i 1terAsynchronous ysb_49() +396
System.Web.Mvc.Async. <>c__DisplayClassaf. dn\mkzhﬂlmﬁnmﬂhI(Erﬂsrn(hrunnuslym _49() +396

Systom, Wb, My End Siters P
System.Wab.Mvc.Async. <>c_DisplayClass2a. <BeginInvokeActiondb_28() 3.

System. ety Mue. Asyne . <>c_ DisplayClass2s. cBeginInvokedct lonsb_: :zuasynmuun asynchesult) +187
Systen. e, fvc s Tasynchesult 38
Systen.Web. M. <>c_DisplayClassid. _18( 430

P e i ST AT g

Systen.ueb. e Conteoller_EndExecuteCore(LasyncResult asyncResult) +52

System.Web.Mve.Async.<>c_ DisplayClassd.cMakeVoidDelegatesrh illhyncﬁesull ar) +25

Systen.bab. M(,[nntrnllzhEmExA(mzt1nsyn(kzxu!t asynchesult) +3

Systen,ab.Mvc. >c_DisplayClasss. >_3( B

System. Wab. Mve, ASYNC. <3 __ Wl‘nliv(]iiﬂ tMakeVoidDelegatest_ 3(IAsyncResult ar) +2

System. ieb. My BucHandler. ) a3

HrtpAppLication. Execute() +431
Systen. Web. HrtaApplicatt Inpl( steg) 475
System,eb. Httpdpplication. ExecuteStep( TExecutionStep step, Booleank completedSynchronously) +158

arsian Information:

Abcronoh HET Framamork Varsis 4 381101 ASPRET barsim 4441100
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O ¢ @ Mot secure | i B @ & Q

Server Error in /" Application

Object reference not set to an instance of an object.

Description: 3n

Exception Deta)

Source Error:

Line 1: gusing HaoghlyCochinShipyardl imited. Kodels;
Line 2t @
¥

TEnumerable<Hon odels. Menublodsl> menulist = ({HooghlyCochinshipysr d.Cantrollers, Based VdeuContext Control ler) . Build
var plist = menulist.where(m => m. muempmmu - 9} Toldst(); // This will list sain menu items on which we'11 apply loop to u,;;n,— them.
if (plist I= null B& plist.Count » 8)

nulConvert tenfUserld

Line

‘Saurce File: s inetpublmmrootHosohly_ 16453028 ViswsiShared, Menusshiml  Lines 1

Stack Troce:

[HullReferencebxception: Object reference not set to an instance of an object.]
HooghlyCachinShipyardLinited Controllers BaseController BuildNenu(Dbject m.-m in B:\Projeet. Hooghly 2026\Project Mori inshi imitedic Ter es:23
ASP. Page Wisws Shared Menu cshiml Execute() 4n ¢t ghly_ ed\_ Menw.cshtml 3
Ston.ads g Wt gatose Exsc diagalrie L] 150
System.bieb, Me. h‘ehN)anagE Exe(md'agemzr'ar*(hy[]
System. beb, WebPagas | xt Texthiritar writer, WebPsgafienderingBase startPage) 4171
Systen.Web_ e, HEal PartialExtensions. Par ial (Hraltielper 1v(mlﬂelp=|, String partislVieuisss, Cbfect nodel, ViewdatsDictionsry visDsta) +135
ASF. Page Vises Shared Adainlsyout_sahiad. Execute() in c: e pdinlsyout . cshtal :155

s o qgrarm:r() +251
Syt Web e WbV age. ExecniePageitiorarchn)
Systen.Web.bebPages WebPageBiase, Emtrte?igeherar(hy(uebvm(wte:t phie kol i Wihaetalig oghen et
System.beb. WebPagas . xc_DisplayClass?. <RendarPageCorasb_6(Texthiriter writer
System. Web. WebPages NebPagebase. Hirite(HelperResult msum 107
Systen. et ebPages ring partislViewlisse, Action'] body) +87
Systen, ki WobPages WebPagebase FopContext() 368
System, et Mve, ViewResultBase ExacuteResult(ControllarContext context) +377
System, beb, Mve. >c_DisplayClassis. <InvokeActionResul tHithFiLEersse_170) +30
Systen, bt M., C Invoker tFilter Filter, text preContest, Func'1 continuation) 448
Systen_Web v ControllerdctionTmvoker. mmmummmm;ummumnm filter, ResultExecutingContext preContext, Func 1 continuation) +445
System_Web.Mve_ Asyne <xe_DisplayClass2s. fomrb_ fesult) 1187

IasyncResult asy-rd\esultl 3

_DisplayClassd, <Ne:eVoadDe]a;atelb Ilhmnchiaie arf 42
Systen. deb.Mve. Cantrollon. EndExecuteCore(AsyncResult. asyncResul
System. Wb e Async. c)z7ﬂlspll@(11ssﬁ.(hakz‘dnﬂmemgamm7§(Jllsyﬂ(ﬁesull ar) 425
Systen.eb e Contraller EndExecute(TAsyncResult asyneResult) +38
Systen.eb. M. e>c_Display(lassd. 3 44
System. b e Aoy <2c._DisplayClassd. MakeloidDelogaterh_3 (IAsynchesult ar) +25

£ Type here 1o szarch

o & 3 @ ox Seaure [pstscin nosgiyestineas : 5@ 20 &8

Server Error in '/' Application.

A potentially dangerous Request.Form value was detected from the client (strAddressDfs="...nobis lab <script>alert(9)</sc..

Dessriptions ASPHET —— (R p— PRuOup— Formore

irmson, 304 NN g TR CAMTARAITL MRS FIEA78

£y

Stack Trace:

): A potentially dangarous Request.Form value wss detactsd from the client (striddressDfs-"...nobis lab ¢scriptsalert(9)</sc...").]
ten. Wab. e g value, String collectionkey, requestiollection) +11775756

Sytem.Hob Mttt ion. EnteskisValldatui(String bay) 41771723

Systen.ldeb_HetpValueCollection, GetValues (Int32 i

Systen. Callections Speetalised HameValusCollnction n.-u:(n ameValueCollection €) 495

Systen.ev.fve . ForeCollect ioniodel Binder. BindHodel {Control LerContext controllerContext, ModelBindingContext bindingContext) +193

System.web.Mve. ControllerActionlnvoker. GetParaneterValue (ControllerContext controllerfontext, ParameterDescriptor parameterDescriptor) +423

System.Web.Mve. Controllerdct ionTnvoker. GetParaneterValues(Controllerfontext controllerContext, ActionDescriptor actionDescripter) +137

System_ Wb MyeAsync, <>c_ DisplayClass2s. cBeginImokeAct ionb_1la(AsyncCallback asyncCallback, Object ssyncState) 4753

System.Web. My 1671 llback callback, Object state, Int32 timeout) +178

System. Web.Mve. Asyne . AsyncContral lerdct onInvoker . BeginInvokect ion(Control lerfontext controllerContext, String actionName, AsyncCallback callback, Object state) +418

Systen.heb.Mve.<>c_ DisplayClassid. <BeginExecuraCoresd_17(AsyncCallback asynciallback, Object asyncState) +43

Syston. e Ay MeappedisyncResult 1. Bugin(AeyncCallbuck callbick, Ciject state, I0t1 timsoit) 4179

Systen. b, I Controller BeginfxecuteCore (AsyncCal lback callback, Ofject state) +

System. b 1671 Lback callback, Object state, Tnt32 tiseout) +178

Systen.eb.ive. Controller, BeginExecuta(RaquestContext requestContext, AsyncCallback callback, Object state) +464

System.Web.Mvc.<>C_ 0MsplayClassd. <BeginProcessRequestsb_2(AsyncCallback asyncCallback, Object asyncState) +129

System.Web. Mve. Async . WrappeditsyncResult™ 1.Begin(AsyncCallback callback, Object state, Intd? timeout) +178

System.Web. My MycHandler BeginProcossRequest (HEtpContextBase httpContext, AsyncCallback callback, Object state) +342

Systom,Web_CallHandlarExecut ionStep. Systen. Wob. Httpippl icat Lon. TExecut donS tep. Execute() 1970

sy,um m, MKpApij(a(lnn.EaEtme&teplmJ[lEleLutlnnilec step) +75

step, Rooleand ) +158

Version Tnformation: Mrssof NET Framewok Version 4139118, ASFHET Versien 41 41100

ER £ Type nere 1o searcn

Note: Kindly, patch this vulnerability throughout the application.
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Case VII

iv.

vi.

vii.

viil.

Page 35 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/ChangePassword
Observation/ Vulnerability title

Weak Password Policy

Detailed observation / Vulnerable point

The application does not require that users should have strong passwords,
which makes it easier for attackers to compromise user accounts.

CVE/CWE
CWE-521

Severity

Medium
Recommendation

Enforce strong password requirement

Minimum Length: 8 characters

At-least 1 uppercase, 1 lowercase, 1 numeric and 1 special characters.
Restrictions against password reuse

Restrictions against using common passwords

Restrictions against using contextual string in the password (e.g., user id, app
name)

Reference
https://cwe.mitre.org/data/definitions/521.html
New or Repeat observation

New




<Confidential>
iXx. References to evidence / Proof of Concept

Step I: Observe that weak password policy is implemented as shown in
snapshots below:

o==
B =

iovadsul 3

®

NG € > P ohghighs € 3 P ohgign @
@

Eventlog (11" Al s @ Memory 187508 g

Note: Kindly, patch this vulnerability throughout the application.
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Case VIII

iv.

vi.

vii.

viii.

Page 37 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/User/UserList
Observation/ Vulnerability title

Improper Cache Control

Detailed observation / Vulnerable point

The web application does not use an appropriate caching policy and allows
the web browser to cache post-authentication web pages.

CVE/CWE
CWE-525

Severity

Medium
Recommendation

Implement the following response headers on the web pages containing
sensitive information:

Cache-Control: no-cache, no-store

Pragma: no-cache.

Reference

h https://cwe.mitre.org/data/definitions/525.html
New or Repeat observation

New
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References to evidence / Proof of Concept

Step I: After enabling Work Offline and opening a post-login page from the
browsing history, it was observed that the page loaded successfully as shown
in the snapshots below:
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Note: Kindly, patch this vulnerability throughout the application.
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Case IX

i. Affected Asseti.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/en/

ii. Observation/ Vulnerability title
Insecure HTTP Methods Enabled

ili. Detailed observation / Vulnerable point
Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.
Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

iv. CVE/CWE
CWE-749

v. Severity
Medium

vi. Recommendation

Unnecessary HTTP methods like TRACE, DEBUG, PUT and DELETE should be
disabled.

vii. Reference
https://cwe.mitre.org/data/definitions/749.html
viii. New or Repeat observation

New
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References to evidence / Proof of Concept

Step I: Observe that insecure HTTP Methods are
snapshots below:
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enabled as shown in
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Note: Kindly, patch this vulnerability throughout the application.
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Case X

iv.

vi.

Vii.

viii.

Page 43 of 64
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Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/en/

Observation/ Vulnerability title

Lack of Security Header

Detailed observation / Vulnerable point

Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.
Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

CVE/CWE

CWE-644

Severity

Medium

Recommendation

Implement security headers such as X-XSS-Protection, Content-Security-
Policy, Referrer Policy, X-Content-Type-Options, Permission Policy and Strict-
transport-layer-protection.

To prevent untrusted JavaScript execution, replace allowlisted resources in
script-based directives with a secure, random nonce of at least 8 characters
'nonce-RANDOM'".

Mitigate style-based data exfiltration by avoiding 'unsafe-inline', data: URLs,
and global wildcards in style directives. Use a secure, random nonce of at
least 8 characters 'nonce-RANDOM' in the relevant directive.

Reference
https://cwe.mitre.org/data/definitions/644.html
New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that security headers are not implemented as shown in
snapshots below:

= < Target: hpfstaging aeghizatin £ HITON (2)
== .

Request o
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Note: Kindly, patch this vulnerability throughout the application.
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Case XI

iv.

vi.

Vii.

viii.

Page 45 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/User/User
Observation/ Vulnerability title

Improper Input Validation

Detailed observation / Vulnerable point

It is observed that the application does not validates user inputs, this can
affect the control flow or data flow of a program.

CVE/CWE

CWE - 20

Severity

Low
Recommendation

All only the required characters for all the parameters as per requirement by
whitelisting of those fields with not allowing all special and meta characters.
Data type validators available natively in web application frameworks (such
as Django Validators, Apache Commons Validators etc.). Minimum and
maximum value range check for numerical parameters and dates, minimum
and maximum length check for strings. Array of allowed values for small sets
of string parameters (e.g., days of week).

Reference
https://cwe.mitre.org/data/definitions/20.html
New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that inputs are not properly validated as shown in snapshot
below:

o « © ONotsemme O niip/staging hooghiycstin M/ W co0o s @F &Fa e * @ N a2 © =

HOOGHLY COCHIN SHIPYARD LIMITED
Aty et Sk o Coctn S Lied,
et b b e oty s sl o

@ Create New User € # ChangePassword  Log Out

Create New User

Note: Kindly, patch this vulnerability throughout the application.
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Case X1II

iv.

vi.

vii.

viil.

Page 47 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/Login
http://staging.hooghlycsl.in/en/add-feedback

Observation/ Vulnerability title

Weak Captcha

Detailed observation / Vulnerable point

CAPTCHA ("Completely Automated Public Turing test to tell Computers and
Humans Apart") is a type of challenge-response test used by many web
applications to ensure that the response is not generated by a computer.
CAPTCHA implementations are often vulnerable to various kinds of attacks
even if the generated CAPTCHA is unbreakable. A web application should
implement captcha where login, registration pages are there.

CVE/CWE

CWE-804

Severity

Low

Recommendation

Use a minimum 6-character alphanumeric CAPTCHA (mix of upper/lowercase
letters and numbers).

Implement case-sensitive and randomized CAPTCHA strings.
Add distortion or background noise to prevent OCR attacks.
Validate CAPTCHA server-side to avoid bypass.

Expire CAPTCHA tokens after a short time or single use.

Limit failed attempts and enforce rate limiting.
Reference
https://cwe.mitre.org/data/definitions/804.html

New or Repeat observation

New
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References to evidence / Proof of Concept

<Confidential>

Step I: Observe that weak captcha is implemented on login page as shown in

snapshot below:

& SIGN IN

USERNAME

PASSWORD

ABOUT US TEAM - PRODUCTS & SERVICES ~ INVESTORS = Focilities

Feedback | Enquiry

+ Back to previous page

ABOUT HCSL

HOOGHLY COCHIN SHIPYARD

LIMITED

Awholly owned Subsidiory of Cochin Shipyard Limited,

TENDER * Career Details RELATED LINKS ~

Last reiewsd and Updated on. 12 Jne 2026

POLICIES &
COMPLIANCE

QUICK LINKS

Contact Us

Note: Kindly, patch this vulnerability throughout the application.
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Case XIII

i. Affected Asseti.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/Dashboard

ii. Observation/ Vulnerability title
Improper Session Timeout

ili. Detailed observation / Vulnerable point

The application does not automatically logs out the user after 20 mins of
inactivity.

iv. CVE/CWE
CWE - 613
Vv. Severity
Low
vi. Recommendation

Application should automatically log out the user and destroy the session after
20-30 mins of inactivity.

vii. Reference
https://cwe.mitre.org/data/definitions/613.html
viii. New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: It was observed that after 20 minutes of inactivity, the session
remained active as shown in the snapshot below:

O ¢ € SiNot secure [T maaing o Ta P F I e @ z] ¢ =
? HOOGHLY COCHIN SHIP’
o fisis S e
b Pt Sy W
@ Dashboard €

Welcome!

Admin Panel

Ao ™G o@ G Mmoo xlE D 8 3O @ sty cmeas D0 m

Note: Kindly, patch this vulnerability throughout the application.
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Case X1V

iv.

vi.

Vii.

viii.

Page 51 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/ChangePassword

Observation/ Vulnerability title

Vulnerable and Outdated Components

Detailed observation / Vulnerable point

Vulnerable components, such as libraries, frameworks, and other software
modules almost always run with full privilege. So, if exploited, they can cause
serious data loss or server takeover. Applications using these vulnerable
components may undermine their defenses and enable a range of possible
attacks and impacts.

CVE/CWE

CWE-937

Severity

Low

Recommendation

Upgrade the components used to the latest version.

If upgradation is not possible, download the security patches and hide the
version details.

Reference
https://cwe.mitre.org/data/definitions/937.html
New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that application uses outdated and vulnerable version of
Bootstrap, jquery and ASP.NET as shown as in snapshot below:

o ¢ C  Notseaws & himpy/atsging hooghicstiniédmin ChangPass @t o @@ F I e « *+ o 4 v % =
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Re-type New Password (1)
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Note: Kindly, patch this vulnerability throughout the application.
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Case XV

i. Affected Asseti.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/en/key-personnel

ii. Observation/ Vulnerability title
Email Harvesting

ili. Detailed observation / Vulnerable point
An attacker can send SPAM mail to the application by using Email Harvester.
The email harvesters are programs that scour the internet looking for email
addresses on any website they come across.

iv. CVE/CWE
CWE-200

v. Severity
Low

vi. Recommendation

The application should properly customize the email addresses while posting
on the website as: Email addresses should be posted as an image not as a
hyperlink. Alternatively, instead of @symbol, [at] should be used. Similarly,
the dot character (.) should be replaced by [dot]. So abc@nic.in should be
written as abc[at]nic[dot]in.

vii. Reference
https://cwe.mitre.org/data/definitions/200.html

viii. New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Email addresses provided in the application are not in the proper
format, as shown in the snapshot below:

= © @ Norseeure [ s haogtyesin e o @
ceess dareh

S0 main coneen Scve

HOOGHLY COC|
Vsl

TEAM ~ PRODUCTS & SERVICES * INVESTORS ~ Focilities TENDER * Career Details

RELATED LINKS * Contactus

# > Team > Key Personnel

Key Personnel

shri salbal Chattapadhyay

CFO & CPIO
033 2055 8283 (Extn 201)

saibal chatiopadhyay@hooghiycsl.com

Shri Sreefith K Narayanan
- cE0
% 033 2055 8283 (Exin 236)
sreejith knarayanani@hooghlycs!.com
* Shri Avik Majumder
’ 51, Manager (IR&HR) & APIO
X avik majumder@hocghiycsl.com

+ Backtoprevious page | Lastreviewed and updated on 21 May 2026

shri Rajat Verma

Company Secreta
secretary@hooghlycsl com

P o @ Dl

Note: Kindly, patch this vulnerability throughout the application.
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Case XVI

iv.

vi.

vii.

viii.

Page 55 of 64
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Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/en/

Observation/ Vulnerability title

Server Banner Disclosure

Detailed observation / Vulnerable point

Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.
Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

CVE/CWE

CWE-200

Severity

Low

Recommendation

Hide Server version details in the response.

Reference
https://cwe.mitre.org/data/definitions/200.html

New or Repeat observation

New
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iXx. References to evidence / Proof of Concept

Step I: Observe that server banner and ASP.NET version is disclosed as shown in
snapshot below:

O==
8w =

sdadsuy g

20100101 Faretox/152.0

B

saion

@ e B ohighiights

eventlog (1)

Ll © Type here 1o search

Note: Kindly, patch this vulnerability throughout the application.
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Case XVII

iv.

vi.

Page 57 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/

http://staging.hooghlycsl.in/Admin/Login

Observation/ Vulnerability title

SSL/TLS Not Implemented

Detailed observation / Vulnerable point

Applications that do not implement SSL/TLS transmit data over unencrypted
channels (HTTP), making them highly vulnerable to interception,
manipulation, and unauthorized access. As communication occurs in plaintext,
attackers can easily perform man-in-the-middle (MITM) attacks, steal
sensitive information, or compromise user sessions. This lack of encryption

significantly weakens the application's security posture and can lead to
severedata breaches or loss of integrity.

CVE/CWE

CWE-311

Severity

Low

Recommendation

Obtain and install a valid SSL/TLS certificate from a trusted Certificate
Authority (CA).

Configure the server to enforce HTTPS for all communication.

Redirect all HTTP traffic to HTTPS to prevent unencrypted access.
Implement HTTP Strict Transport Security (HSTS) headers to protect against
downgrade attacks.

Regularly monitor, update, and renew SSL/TLS certificates before expiration.
Disable insecure protocols (e.g., SSLv2, SSLv3, TLS 1.0/1.1) and use strong

cipher suites.




vii.

viii.

iX.

<Confidential>

Reference
https://cwe.mitre.org/data/definitions/311.html
New or Repeat observation

New

References to evidence / Proof of Concept

Implement SSL/TLS to secure data transmission and prevent interception or
tampering of sensitive information.
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Case XVIII

iv.

vi.

vii.

viil.

Page 59 of 64

Affected Asset i.e. IP/URL/Application etc.
http://staging.hooghlycsl.in/Admin/Login
Observation/ Vulnerability title

Security Logging and Monitoring

Detailed observation / Vulnerable point

The application does not maintain any record of the application usage in the
form of a report or audit trail. Any malicious activity cannot be monitored or
traced back. In case of any misuse or attack, it may be difficult to trace and
locate the origin.

CVE/CWE
CWE-778

Severity

Low
Recommendation

Information to be logged includes the following: IP address of the originating
Source, Date, Time, Username (No Password), session details, Referrer,
Process id, URL, User Agent, Countries if any in addition to other details to be
logged in the website.

Logging of Authentication Process which includes number of successful and
failed login attempts.

To create audit logs, use auto numbering so that every logged entry has an
un-editable log number. Then if one audit entry is deleted a gap in the
numbering sequence will appear.

Report of the website logs to be generated weekly by the administrator to
keep track of the website activities.

Reference
https://cwe.mitre.org/data/definitions/778.html
New or Repeat observation

New
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Page 60 of 64

References to evidence / Proof of Concept

There were no logs found in the application.

<Confidential>

Ex: Failure and successful login attempts can be something like below:

Username Time Stamp IP Address Login/Logout
Admin 02/02/2020;2.3 | 192.168.1.177 | Login Failed
0.18
User 03/02/2020;2.3 | 192.168.1.177 | Login
0.18 Successful
Testing 04/02/2020;2.4 | 192.168.1.177 | Logout
0.18

It is at the discretion of the website owner to determine what application
specific information is to be logged.

Note: If logs are maintained on the server side, kindly share the
relevant screenshots for verification.




Case I: Add Ca

Observation

<Confidential>

reer Not working

€

4

Q@ No

Awholy owned

t Secure [t ging hooghlycslin/Admin/Ade

HOOGHLY COCHIN SHIPYARD LIMITED
Suisidary of Cactin
A Cowmrrac s i s e sy o, S s Vesrwap

Stvpyart Limiess,

@ Add Career

Add Career Details

Advertisement Number (*)

test

unities-Walk-in

Career Type ()

Career Subject/ Description (in English) (*)

Caroer Subject/ Description (in Hindi-UNICODE) (%) fest
Career Last Date (*) 19-06-2026
30-06-2026

Career Expiry Date

Upload Career (In English)
Upload Career (In Hindi-UNICODE) | Browse...
Redirect Link
Is Active? (*)

Is Important 2

Position

S EN

Browse...| No file selected

No file selected

€ # ChangePassword  Log O

(4) Fields are Mandatory

[ india reported -28.21...

A Tdx NG

O « o

- HOOGHLY COCHIN SHIl
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ot o e oo s

P Type here 1o search
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Q Not Securel ttp://staging hooghlycslin/Admil

B %

PYARD LIMITED
 Shipyard Limiec,
oo St Wperaaps

@ Add Tender

Add Tender
Tender No (*) test

Tender Subject/ Description (in English) (+)

Tender Subject/ Description (In Hindi-UNICODE) (*)

Tender Start Date 01-06-2026

Tender Last Date (*)

30-06-2026

o1

Tender Opening Date (*)

06-2026

Tender Expiry Date (*)

Upload Tender (n English)

Upload Tender (In Hindi-UNICODE)

Redirect Link
Is Active? (*)
Is Important 7

Position

&1 B 8 3

SUBMIT

==

B e

€ A Change Password

Log Out

(#) Flalds are Mandatory

B India reported -28.21..
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Case III: Feedback not working

o 2o @ e Feoeme r + o £

clogs

C Q@ Not Secure [ ntip./; feedback |

O« > c
@ HOOGHLY COCHIN SHIPYARD LIMITED

A oAn Sy f ot Spyar L
et vt s Moy s 0 e

TENDER -

TEAM ~

HCSL Feedback Portal

We are ready to lead you, send us your query
Fields marked with * are mandatory
Title
Ms.

Full Name *

Odysseus Shields

Email ID~

xasan@mailinator.com

Phone Number

+1(644) 6232164

Mobile No. *

7868768768

Address -

Numauam lempar quide

£ Type here 1o search

@ staging hooghlycsLin

£ Type here to search v
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Server Error in '/' Application.
String or binary data would be truncated.
The statement has been terminated.
4 vnhancin whars | orgnatod in e code
Exception Dz!allm S)s\umﬂan SqiCient SqiException Sking of hinary dala would be iuncated
otement has
Source Error:
foe— 1Al oS08 45 TN GV S R THPBROLION GG T e 9 3 anioptise o b L0 R
Stack Trace:
[SqlException (2x88131984): String or binary data would be truncated.
The statement has been terminated.
System.Data.5qlC1ient .SqlConnect lon. OnError(SqlException exception, Boolean breakConnection, Action’l wrapCloselnAction) +3318656
System.Data.S5qlClient.TdsParser. Thrqux:?p(lnnﬂndﬁarn!ng('fdsPaPs!rStil’:Oh]e(t statedbj, Boclean callerHasConnectionlock, Boolean asyncClose) +334
System.Data.SqlClient.TdsParser. , S5q1C , Sqll dataStream, BulkCopySimpleResultSet bulkCopyHandler, TdsParserStateObject state(bj, Booleank dataReady) +4289

System.Dat. 1Ciient L TryC ) +89

System.Data.5qlC1ient.SqlDataReader. get_MetaData() +101

System.Data.5q1C11ent .5q1Command . Fini shExecuteReader(Sql0ataReader ds, RunBehavior runBehavior, String resetOptionsString, Boolean isInternal, Boolean forDescribeParameterEncryption, Boolean shouldCacheForAlwaysEncrypted) +624
System.Data.SqlClient.S5q1Command . FunEm[u(EREadEers(fumandBehav)ur cmdBehavior, RunBehavior runBehavior, Boolean returnStream, Boolean async, Int32 timeout, Task® task, Boolean asyncWrite, Boolean inRetry, SqlDataReader ds, Boole

System.Data.SglClient.5q1C d. R (< ior runBehavior, Boolean returnStream, String method, |asxcm1euunsource 1 completion, Int32 timeout, Task& task, Boolesan& usedCache, Boolean
System.Data.5q1C1 ient .5q1C d.R R 2 cmdBehavior, RunBehavior runBehavicr, Boolean eeturnStress, String method) 484
System.Data.5q1C1ient.5ql d. Exec dor behavior, String method) +312

System.Data.Entity. Infrastructure. Interception. InternalDispatcher” 1.Dispatch(TTarget target, Func'3 operation, TInterceptionContext interceptionContext, Action”3 executing, Action’3 executed) +38
System.Data. Entity. Infrastructure. Interception. DbCommandDi spatcher . Reader (DbCommand command, DbCosmandInterceptionContext interceptionContext) +518
System.Data.Entity.Core.Mapping. Update. Internal .DynamicUpdateCommand . Execute(Dictionary 2 identifierValues, List'1 generatedValues) +303
System.Data.Entity.Core.Mapping. Update. Internal .UpdateTranslator.Update() +251

[UpdateException: An error occurred while updating the entries. See the inner exception for details.]
System. Data.Entity.Core.Mapping. Update, Internal .UpdateTranslator.Update() +535
System. Data. Entity.Core.ObJects. ObjectContext . ExecuteInTransaction(Func 1 func, IDbExecutionStrategy executionStrategy, Boolean startlocalTransaction, Boolean releaseConnectiondnSuccess) +456
System.Data.Entity.Core.Objects.ObjectContext.SaveCl options, IDbExecutionStrategy executionStrategy, Boolsan startlocalTransaction) +261
System.Data.Entity.SqlServer. DefaultSqlExecutionStrategy. Execute(Func 1 operation) +206
System.Data.Entity.Core.Objects.ObjectContext . SaveChangesInternal (SaveDptions options, Boolean executelnExistinglTransaction) +278
System.Data.Entity.Internal. InternalContext.SaveChanges() +145

[ObUpdateException: An error occurred while updating the entriss. See the inner exception for details.]
System.Data.Entity.Internal. InternalContext.SaveChanges() +280
HooghlyCochinShipyardL imited Models. HCSLContext SaveChanges() in D:\Project Hooghly 2826\Project HWorking\hooghly-csl\HooghlyCochinShipyardlimited\Models\HCS| Context .cs 83
HooghlyCochinShipyardl imited.Controllers.PageController . AddFeedhack(FormCollection frm, thl mstFeedback thl mstFeedback) in D:\Project Hooghly 2826\Project Working\hooghly-cs1\HooghlyCochinShipyardl imited\Controllers\PageController
lambda_method(Closure , ControllerBase , Object[] ) +191
System.Web.Huc.ReflectedActionDescriptor. Execute(ContrallerContext controllerContext, IDictionary’2 parameters) +280
System.Web.Mvc . ControllerActionInvoker. InvokeActionMethod (ControllerContext controllerContext, ActionDescriptor actionDesceiptor, IDictionary 2 parameters) +35
System.Web.Mve . Async. <>c__Displayllassa). <BeginInvokeSynchronousActionMethod>b_41() +33 v

P Type here to'search
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& Forgot Password ?

EMAILID

SEND PASSWORD uf?

L Type here to sear
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Appendix ‘A’

Tools Description
Burp Suite Professional

Portswigger’s Burp Suite Professional is an advanced set of tools for testing web security.
Burp Suite offers the features for both manual and automated scans. Through Burp Suite,
a user can intercept HTTP traffic, find hidden attack surface, assess strength of tokens,
perform brute-forcing and fuzzing, construct CSRF exploits, modify HTTP messages, scan

for common vulnerabilities including the OWASP Standard.

Acunetix Vulnerability Scanner

Acunetix is a web vulnerability scanner which is also a complete Web Application security
testing solution that can be used both standalone and as part of complex environments.
It offers built-in vulnerability assessment and vulnerability management, as well as many

options for integration with market-leading software development tools.

DirSearch

DirSearch is a command-line tool written in Python for brute-forcing directories and files
on web servers. It's widely used in security testing to discover hidden or restricted content
on websites by making HTTP requests with various dictionary-based wordlists. DirSearch
supports multi-threading, custom request headers, and multiple HTTP methods, making

it a versatile tool for web reconnaissance.

SQLMAP

SQLMAP is an open-source penetration testing tool that automates the process of
detecting and exploiting SQL injection flaws and taking over of database servers. It comes
with a powerful detection engine, many niche features for the ultimate penetration tester
and a broad range of switches lasting from database fingerprinting, over data fetching
from the database, to accessing the underlying file system and executing commands on

the operating system via out-of-band connections.
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